OT ASSOCIATES INCIDENT BRIEF - OCTOBER 2026

CASE STUDY - POLAND - 29 DECEMBER 2025

When “isolated”
isn’t

How attackers crossed a shared private cellular network (APN) to stop a heat
and power plant, and the six controls that close the gap.
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FIG 0 The attack path, from the internet to the plant's OT network, across a private APN run by the grid operator.
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INCIDENT BRIEF - PRIVATE APN ATTACK

@ OT ASSOCIATES

AT A GLANCE

A network that felt private, and a

On 29 December 2025, a coordinated, destructive cyberattack hit Poland's energy sector.

At one heat and power plant, the attackers did not come through the corporate network.
They came over the mobile network: through a private APN that the local grid operator
shared with many energy sites.

DATE

SECTOR

ENTRY POINT

29 December 2025, early morning.
Reconnaissance from 18 December.

Energy: around 30 wind and solar
sites, a large combined heat and

power (CHP) plant, and a smaller
CHP plant.

An internet-facing VPN at a wind
farm, without multi-factor
authentication.

@ THE KEY POINT

An APN, public or
private, is a transport

network. It is not a
security boundary.

Why this matters to you

Most remote OT sites, from substations

ROUTE Wind farm cellular router — shared . .
) to pumping stations and wellheads, rely
private APN — controller at the CHP
| I or . on a cellular router for telemetry,
plant = plant network. maintenance or vendor access. If that
router shares a network with other sites,
IMPACT PLCs stopped and password-locked. .
. and sits on the same network as your
Steam turbine and water treatment PLC s . inal
s, your “air gap” is a single
shut down; heat and power . y. . 9ap 9 .
. misconfiguration away from the internet.
production stopped.
RECOVERY Service restored within hours,
before residents lost heat.
At first, the plant thought the outage
ATTRIBUTION The investigation suggested an was a contractor’s mistake. Report
attack from an adversary country. unexplained failures, not only
confirmed incidents.
SOURCE CERT Polska follow-up report

(August 2026) and public reporting.
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The air gap that quief r's.

Substations, wind farms, pumping stations, pipelines and wellheads often sit far from the
corporate network, with no fibre at all. So people assume nothing outside can reach them.

a AIR-GAPPED?

Nothing outside can reach them... or so it seems.

NO FIBRE - NO DIRECT LINK
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Corporate network Substation Wind farm Pumping station Pipeline Wellhead
IT - offices - data centre

FIG 1 Remote sites with no wired link to the corporate network are often assumed to be air-gapped.

In practice, most of these sites have a cellular router or modem, for telemetry, remote maintenance or

vendor support. That router joins the mobile network through an APN (Access Point Name). The APN
decides which data network the device joins, and who else is on it.
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FIG 2 A cellular router in the control cabinet joins a data network through the APN. The air gap no longer exists.
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02 - PUBLIC AND PRIVATE APNS

Private is not the same as

Public APN Private APN

Shared with thousands of unknown SIM cards: Keeps outsiders out, but is still one shared
phones, trackers and other companies’ network linking every site that uses it. Without
equipment. client isolation, it is one flat network.

Thousands of unknown SIMs

PUBLIC APN

(XX Yaun]

Your site

ﬂ Phones @ Trackers @ Other companies' equipment

FIG 3 A public APN: your site's router shares a network with devices you do not know or control.

~
INSIDE ONE SITE
a PRIVATE APN
Cellular router
f— o ¢ ¢
ONE FLAT NETWORK
D [\
PLCs SCADA
< A direct line into OT >
S J

FIG 4 A private APN without client isolation: a weakness at one site reaches every other site, and, through a router on the same
LAN as the PLCs, the OT network itself.

€ REMEMBER

Treat every APN as untrusted, the same as the internet.
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HOW THE ATTACK PROPAGATED

INCIDENT BRIEF - PRIVATE APN ATTACK

Six steps from the internet to th: )OF.

Each step crossed a boundary that someone assumed was safe. Each one could have been broken
by a single, well-understood control.

+ WIND FARM

COMPANY A

- GRID OPERATOR

SHARED

CHP PLANT

COMPANY B -

Internet-facing VPN rorticate at a wind farn

The attackers logged in to a VPN exposed to the internet.

No multi-factor authentication BREAKS 1T ) MFA on every remote access

path

Cellular router tettonika rRUTX50

Inside the wind farm network they found the cellular router and logged in to it over
SSH.

Router management open to the srREAks 1t ) Router in its own zone,

site LAN management locked down

Shared privqte APN run by the grid operator

An SSH tunnel through the router put them on the private APN that links many energy
sites, owned by different companies.

@ No client isolation Client isolation; treat the APN as

untrusted

Sccmning across the APN +ron 18 pecember

They scanned other companies’ sites and found a controller at the heat and power
plant with its web interface reachable from the APN.

Web admin exposed on the Allowlist-only conduits; alert on

cellular side new flows

Plant controller uwaco pFc200 with cellular moden

They logged in with the default admin password, enabled SSH and tunnelled into the
plant's OT network.

@ Default password No default credentials; tunnels

end outside OT

Plant OT network scapa - siemens PLCs - drives

They mapped industrial services for a week, then on 29 December stopped the PLCs
and reset network devices.

Flat network behind the controller IEC 62443 zones and conduits

inside the plant
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04

TIMELINE

Eleven days, mos n.

Before
18 DEC

18 - 25 DEC O

25 DEC .

29 DEC
=05:30

=07:00 .

From 07:30 .

WAGO -

After O

attacker inside

oy

Initial access at a wind farm
The attackers log in to an internet-facing VPN with no multi-factor authentication, reach a
cellular router, and tunnel onto the grid operator’s private APN.

Quiet reconnaissance

Scanning across the APN finds a controller at the smaller CHP plant with its web interface
exposed and the default admin password. Inside the plant they map industrial services:
Siemens S7 (port 102), Modbus (502), CODESYS (11740), video streams, RDP and VNC.

Christmas Day: connections to three Siemens PLCs
The attackers connect to the plant's S7-300, S7-1200 and S7-1500 controllers, days before
the attack.

Activity begins
Intruder activity in the plant network starts early in the morning and continues until around
10:10.

The attack

PLCs are switched to STOP and locked with a password. The steam turbine and water
treatment shut down; heat and power production stops. Serial device servers and switches
are factory reset.

Recovery
Operators restore service within hours, before residents lose heat. The outage is first put
down to a contractor’s mistake during maintenance.

Covering tracks, and the investigation
The controller is bricked and the router and firewall reset, wiping logs. CERT Polska
investigates anyway and traces the route back through the private APN.
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FIG 5 Inside the plant: reconnaissance from the compromised controller, then connections to three PLCs on Christmas Day.
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05 - IMPACT

Stop the process, then /.

29 DEC

07:00 Attack begins

)6

== I~
) e

§7-1200

GEEE 7
DDDD a Steam turbine Water treatment ‘
stopped stopped \’
§7-1500 POWER

FIG 6 29 December, around 07:00: PLCs set to STOP and locked; the steam turbine and water treatment stop; heat and power
output falls.

e A

SLOWING RECOVERY, THEN COVERING TRACKS

OO

7 Moxa serial servers + 3 switches factory reset, given new passwords and unreachable addresses

WAGO controller Cellular router FortiGate firewall

E a logs E a logs E a logs
N N N
BRICKED RESET RESET

- J

FIG 7 Devices reset to slow recovery, then evidence destroyed on the way out.

PROCESS RECOVERY AND EVIDENCE

Siemens S7-300, S7-1200 and S7-1500
PLCs set to STOP and password-locked

Steam turbine and water treatment shut
down

Variable-speed drives accessed

OT Associates - otassociates.com

7 serial device servers and 3 switches
factory reset, left unreachable

The plant controller bricked

Cellular router and firewall reset, wiping
their logs
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06 - ROOT CAUSES

Four gaps,

0]

Remote access exposed to the

internet

...without multi-factor authentication.

03

No isolation between devices on the

APN

...s0 sites of different companies could reach

each other.

INCIDENT BRIEF - PRIVATE APN ATTACK

02

Default passwords left on devices

...including a controller reachable from the APN.

04

oT

network.

07 - SIX CONTROLS THAT CLOSE THE GAP

01
Treat the APN as
untrusted

Public or private, handle every
APN like the internet: nothing
on it is trusted by default.

04

Harden remote access

Require MFA on every VPN
and remote session, and
remove default passwords
from every device.

@ CERT POLSKA’S MAIN

Treat the private APN as an untrusted network, the same as

the internet.

02

Isolate devices on the
APN

Ask your carrier or grid
operator for client isolation, so
connected sites cannot reach
each other.

05
Encrypt the link

Run an IPsec or VPN tunnel
end to end over the cellular
link, terminating outside the
OT zone.

RECOMMENDATION

Weak separation between APN and

...the cellular link led straight into the plant

03

Segment the site

Put the cellular router in its
own zone, with allowlist-only
rules into OT, following IEC
62443 zones and conduits.

06
Monitor and test

Alert on new devices and
traffic flows, and include
APNSs and cellular routers in
penetration tests.
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Could this path exist

If you tick any of these, your cellular links need review.

D Devices on our APN, public or private, can reach each other. REVIEW
D There is no encrypted tunnel over the cellular link. REVIEW
D The cellular router sits on the same network as the PLCs. REVIEW
D Remote access works without MFA, or default passwords remain. REVIEW
D No one can say who last reviewed the router's configuration. REVIEW

@ THE LESSON

Audit the path,
not just the perimeter.

Cellular and APN path review Zones and conduits design
Every remote link mapped, tested and owned. IEC 62443 segmentation that holds under
pressure.

Remote access hardening OT monitoring and testing
MFA, brokered vendor access, no default Alerts on new devices and flows; APNs in
credentials. scope.

For complex OT scenarios like this one, talk to us.

OT ASSOCIATES .
otassociates.com

Sources. CERT Polska, follow-up report on the December 2025 energy sector incident (August 2026); CISA alert (February 2026); industry
analysis published by Ampyx Cyber and Industrial Cyber. Facts are summarised from public reporting; device names are given only to
explain the attack path. This brief is for education and does not constitute a forensic report. © 2026 OT Associates.
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